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Who Thinks Ten Years was …  

? 
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Back in my day… 

The Dawn of Social Media 

 

Facebook becomes  

available in the UK, Ireland, 

Canada, Australia,  

and New Zealand;  

and in US high schools 

 

Birds were still the only 

creatures tweeting  

(Twitter started in 2006!)   

 

YouTube is launched 

 

Hurricane Katrina hits the Gulf Coast 

Maj. Leader Tom DeLay indicted and 

resigns from the House 

World Series:  White Sox sweep Astros 

Microsoft releases the Xbox 360 

Million Dollar Baby wins Best Picture 

  

Star Wars Episode III – Revenge of the 

Sith is released 
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Why do we (local governments)  

use social media? 

The question is now shifting to  

“Are you using the social media sites your constituents, young employees, and 

interested parties are using?”  

(aka “Are you staying current with social media?”)  
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Why do we (local governments)  

use social media? 
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Legal Issues related to Social Media Use 

 

 Free speech 

 Employee passwords / privacy 

 Open meetings laws 

 Open records laws 

 Records retention 

 Intellectual Property 

 Litigation holds and discovery 

 Privacy 

Artwork courtesy of Sprial16 
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U.S. Supreme Court 

 Elonis v. United States  

 First Amendment “True Threat” Case 

 Court’s first case on social media 

 PA man convicted of Facebook threats  
directed toward his estranged wife,  
a kindergarten class, FBI agent 

 Issue was whether he could be prosecuted for his comments; 
whether his comments were “true threats” 

 Both sides of case asked Court to consider the unique 
qualities of speech on social media 

 Decision was eagerly anticipated to see how Court 

   would treat social media aspect 
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U.S. Supreme Court 

 Opinion issued June 1, 2015 – first paragraph clearly  
establishes that social  media speech not at issue 
  Specific language and intent behind the speech                            
is the issue, regardless of the method the speech is conveyed 
 “[A]ny communication [in interstate commerce] containing any 
threat . . .” is a crime under 18 U.S.C. § 875(c) 

 Conviction overturned on other grounds – the Third Circuit’s 
instruction, requiring only negligence with respect to the 
communication of a threat, is not sufficient to support a conviction 
under 18 U.S.C. § 875(c) 

 That Elonis’s statements were made on Facebook had nothing to 
do with the decision. 
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Free Speech 

 Citizens 

 Designate the Forum 

 Public Forums 

 Traditional forums and 

 Limited or designated forums 

 Private Forums 

 Carefully design restrictions 

 Time 

 Manner 

 Access limitations 

 Restricted to citizens 

 Prohibition on advertisers 

Restrictions must be tied to the 
site’s purpose. 

 

 Elected Officials/Volunteers 

 Code of Conduct 

 May only require slight 
modification from current 
versions. 
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Local Govt. Free Speech Headlines  
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Free Speech Cases 

Very few cases involving municipal or county government restriction 

of free speech on social media (not including employment cases), but 

many cases (and headlines) involving school districts.   

What we can learn: 

 Have a plan to address offensive 
remarks. 

 

 Be very careful of the images you 
use,  and pay attention to privacy 
settings. 

 

 Forcing anyone to give you a 
password  
to gain access is always a bad idea. 

 

 Involve interested groups when  
designing / modifying policy 
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Public Employee Free Speech Headlines 
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Free Speech – Public Employees 

 Speech related to an employee's job duties  

is not protected under the 1st Amendment.  

Garcetti vs. Ceballos (US 2004) 

 Result: employee speech may  

be restricted by the governmental entity 

Employee 
makes a 

comment on 
social media 

site 

•No? Keep 
going 

•Yes? Then 
okay to take 
disciplinary 
action 

Is the speech 
related to the 
employee’s 
job duties? 

•Yes? Keep 
going 

•No? Then 
okay to take 
disciplinary 
action 

Is the speech 
a matter of 

public 
concern? 

•Yes? Can 
consider 
disciplinary 
action 

•No? Speech may 
be protected 

Is the speech 
disruptive to the 

entity’s 
operations? 
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Bland v. Roberts (4th Cir. Va.) Sept. 2013 

 A Facebook “like” is speech.  

 Sheriff, recently reelected, terminated 6 employees 
because of their support for his opponent, shown by  

 “likes” on the opponent’s Facebook page,  

 attendance at the opponent’s campaign events  
(as shown by Facebook pictures), and  

 displaying the opponent’s bumper sticker.  

 Court said  

 actions at issue were speech, as well as symbolic expression 

 the speech was on a matter were of public concern. 

 The case was remanded to determine whether the 
speech was a motivating factor for the terminations 
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Free Speech:   

Does it relate to the Employee’s Job Duties? 

 This one probably does … 

Denver math teacher tweets about her hot students and how she likes to smoke weed. 

Carly "@CarlyCrunkBear" 

McKinney, a tenth-grade math 

teacher, had a very controversial 

Twitter account that the school she 

worked for discovered. Her 

employers were not happy and 

placed her on administrative leave. 

Her students thought her racy 

photos and tweets about 

marijuana and club music were 

pretty cool, though, and protested 

online to get her back. She was 

fired in the end. 
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Employee Management 

 

 Access to Employee’s Social Media 

Accounts 

 Many states have social media password protection laws 

 Laws enacted: NV, NJ, OR, AR, CA, CO, IL, LA, ME (authorizes study), 

MD, MI, NH, NM, OK, RI, TN, UT,  VT,  WA, WI    

 www.ncls.org 

 Stored Communications Act 

 Posting may be private if: (a) it is on a password protected site, or (b) 

the poster has high security settings preventing outsiders from 

viewing site 

 Ehling v. Monmouth-Ocean Hospital Servs. Corp. D.N.J. Aug. 20, 2013 
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Employee Management 

Passwords: 

 

Here’s what can  

happen when you  

don’t manage  

passwords  

appropriately: 
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Open Meetings Laws 

 Examples of Meeting Definitions 
 Washington: 

"Meeting" means meetings at which action is 
taken. 

"Action" means the transaction of the official 
business of a public agency by a governing 
body including but not limited to receipt of 
public testimony, deliberations, discussions, 
considerations, reviews, evaluations, and final 
actions. "Final action" means a collective 
positive or negative decision, or an actual 
vote by a majority of the members of a 
governing body when sitting as a body or 
entity, upon a motion, proposal, resolution, 
order, or ordinance. 
 

 Colorado:   

A "meeting" means "[a]ny kind of gathering, 
convened to discuss public business, in person, 
by phone, electronically, or by other means or 
communication."  

 Meetings on social media can work. 
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State Open Records Laws  

 Most state statutes define open or public                            

record to include any writing containing information relating 

to the conduct of government regardless of physical form or 

characteristics 

 

 Most statutory definitions of "Writing" include every means of 

recording any form of communication including,  all digitally 

stored data, and existing data compilations from which 

information may be obtained or translated 
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State Open Records Laws  

 Be prepared to treat each comment, post,  
picture, and list of individuals connected to the social networking site as 
an open record 

 Why?   
 Because (this is an example from Washington law) they “…relate to the 

conduct of government or the performance of any governmental … function 
prepared, owned, used, or retained by any … local agency regardless of 
physical form or characteristics.” 

 Your jurisdiction’s social media policies should reference compliance with state 
open records laws 

 Also consider legal conclusions: 
 Florida - Information placed on a city’s Facebook page relating to official 

business is a public record and the city must follow the retention schedules 
established by law.  
Op. Att’y Gen. Fla. 09-19 (2009) 
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State Open Records Laws  

 
 Do not use your personal social  

             media accounts for government 
business 

 

 Is this a public record? 
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Records Retention 

 State archiving policies 

 Some states specifically requires retention of “electronic,” 
“Internet,” or “web-based” content 

 Your Social Media Handbook or Policies 
 Note that content published on social media pages that relates to the 

conduct of government actions will be retained and managed by 
departments in compliance with your local government records retention 
and state statutory or regulatory recordkeeping requirements.  

 Records Retention  

 Do not assume 3rd party platforms such as Facebook, Twitter, and WordPress 
will keep accurate records of your content¡ they are under no obligation to do 
so 
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Intellectual Property 
 Key IP Concerns 

 Trademark 

 Federal trademark law prohibits registering the insignia of a governmental entity. 15 U.S.C. § 1502.  

 BUT Section 1502(b) excludes only the official seals and flags that serve as emblems of authority 

 Local government can register a mark that does not include its official seal or flag   

 Copyright infringement 

 Copyright law protects original works of authorship fixed in a tangible form of expression (17 U.S.C. 102) 

 Check state law for application to local government work 

 Existence on the Internet does not mean that the image/photograph/video/etc. is in the “public domain”  

 Use on a local govt site could infringe on the copyright of the owner  

 Photos and video should be produced by the organization or individual who posts the media  

 Alternatively, the local government should obtain a license to use the copyrighted material 

 License grants to the social media site via the Terms of Service: 
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Intellectual Property 

 Right of publicity violations 

 Defined as right to control and license the use of a  

person’s image, likeness or name – varies by state 

 Prevent others from commercially exploiting his or her identity 

without permission  

 Avoiding liability for others’ posts 

 Photos, videos, audio and other files uploaded by users 

 Policy should state that content will be removed if it violates a 

copyright or trademark 

 Local govt, as an owner of a trademark and/or copyright, 

should be vigilant in policing to stop unauthorized usage 

of its rights  
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Litigation Holds and Discovery 

 One survey of published case law from  
2010 and 2011 identified 689 cases  
involving social media evidence  
 eDiscovery Law and Tech Blog 

 Similar to records retention 

 Processes and policies should be put in  
place to address litigation holds and/or  
the local government’s own litigation discovery needs 

 A lack of policies or inconsistent retention/deletion policies can 
subject a local government to sanctions in litigation 

 

*an email, not social media case 
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Privacy 
 Federal CIO Council Privacy Best Practices for Social Media  

white paper (July 2013) 

 Privacy laws that could be violated by a post, tweet 
 Health Privacy Laws (HIPAA) 

 Financial Privacy Laws (Gramm-Leach-Biley Act, FTC  
regulations, Sarbanes-Oxley Act) 

 Education Privacy Laws (FERPA) 

 Children’s Online Privacy Protection Act (COPPA) 

 State Privacy Laws 

 WA Const. Article I, Sec. 7: “No person shall be disturbed in his private affairs, or his 
home invaded, without authority of law.” 

 King County’s Privacy Policy  
 “King County, as a government entity, conducts public business and its records 

are generally available for public review. Nevertheless, King County is committed, 
to the extent allowable by law, to protect and secure your personal information 
contained in King County records.”  

 County Privacy Policy 

 http://kingcounty.gov/about/website/privacy.aspx  

 

https://cio.gov/wp-content/uploads/downloads/2013/07/Privacy-Best-Practices-for-Social-Media.pdf
http://kingcounty.gov/about/website/privacy.aspx
http://kingcounty.gov/about/website/privacy.aspx
http://kingcounty.gov/about/website/privacy.aspx
http://kingcounty.gov/about/website/privacy.aspx
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A Successful Social Media Handbook 

 Step One: The Policy 

 Like every policy – strive for being clear, easy 

to understand, and comprehensive 

 Step Two:  

 Review often (annually)  

 Revise when necessary   

 Train periodically 

 Ensure department policies are consistent 

 All are important in maximizing chances for success, 
minimizing risk and avoiding liability 

 Just for fun, let’s look at  how some employers have gotten 
into trouble, when “bad stuff” happened involving these issues 
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Social Media Handbook and Policies 

 Example of a very good provision:  inappropriate use of 

social media can be grounds for corrective action 

 Terrible interaction with  

the public. .. it could  

happen to you 

 Here’s one of the worst  

examples: 

 

 

 

 And what happened next? 
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Social Media Handbook and Policies 

 Engaging With The Public (the wrong way) 
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How Not to Engage with the Public 

 Cleveland Community Relations Board 

 “The Board is responsible for forming and maintaining 

positive relationships between residents, businesses, 

organizations and faith-based institutions. …The Board 

improves relationships by working through cross-

cultural struggles and promoting multicultural harmony. 

Relationships are promoted through education and 

outreach to build understanding between different 

languages and cultures.” 
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How Not to Engage with the Public 

 Cleveland Community Relations Board 
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How Not to Engage with the Public 

 Initial response from Chrysler 

 Lie – claim account was hacked 

 Then, a limp apology 

 

 

 

 

 

 

 Employee who made the post – fired  
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Social Media Handbook and Policies 

 Inappropriate Personal Use of Social Media 
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Social Media Handbook and Policies 

 Inappropriate Personal Use of Social Media 
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How Not to Engage with the Public –  

Elected Officials 
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Social Media Handbook 

 Engaging With The Public  

 Do you have provisions that allow removal of comments/posts 

that are “objectionable or offensive,” “hateful or mean-spirited 

comments,” and “personal attacks, insults or threatening 

language”?   

 Each of these has a component  

that may run afoul of the First  

Amendment  

  We don’t know that for sure,  

but content-based restrictions  

on speech are presumptively  

unconstitutional and require a  

compelling state interest   
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Social Media Handbook 

 Engaging With The Public  

 That being said, many social media policies retain this kind of 

restriction and, at least in the short history of local 

government social media use, there have been few cases about 

the removal of a post  

 

 

 Let’s look at one of them …   

https://youtu.be/rLKdYXyQa90  

 

 

 

https://youtu.be/iHPtr2-5Chg
https://youtu.be/rLKdYXyQa90
https://youtu.be/rLKdYXyQa90
https://youtu.be/rLKdYXyQa90
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What Can Happen When You Delete a Post 

 Honolulu PD uses Facebook for crime reports, public parking 

info, etc.   Public can comment on HPD posts. 

 

 

 

 

 

 

 Hawaii Defense Foundation, a non-profit dedicated to training 

citizens to use handguns and informing Hawaiians of their 

rights regarding firearms, posted critical comments, articles and 

photos on the HPD wall. 
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What Can Happen When You Delete a Post 

 HPD FB administrators delete the offensive posts,  

and block the posters. 

 The Foundation sued –  probably the  

first suit over blocking FB posts from citizens 

 Case settled. 

 HPD, with input from HDF and ACLU developed new policy 

and no longer blocks posts from citizens. 

 Parties could not agree on attorneys fees.  

 Motion for Attorneys’ Fees followed, in which Plaintiffs sought an 

award of $64,690.29 – HPD objects 

 June 2014 – Court orders payment of  $31,000 

 



Questions? 
Ken Fellman 

Kissinger & Fellman, P.C. 

Denver, Colorado 

303-320-6100 

kfellman@kandf.com 


